The important device in the Wireless Sensor Network (WSN) is the Sink Node (SN). That is used to store, collect and analyze data from every sensor node in the network. Thus the main role of SN in WSN makes it a big target for traffic analysis attack. Therefore, securing the SN position is a substantial issue. This study presents Security for Mobile Sink Node location using Dynamic Routing Protocol called (SMSNDRP), in order to increase complexity for adversary trying to discover mobile SN location. In addition to that, it minimizes network energy consumption. The proposed protocol which is applied on WSN framework consists of 50 nodes with static and mobile SN. The results havw shown in each round a dynamic change in the route to reach mobile SN, besides prolong the network lifetime in compare with static SN.
Introduction
Nodes in a WSN deployed in wide geographical area to collect data such as temperature, humidity and pressure. These data are sent from sensor nodes or clusters to Sink Node (SN) either in a single or multi-hop route. The SN analyses the collected data and connect the WSN to the cloud server or higher authority. Therefore, any failure in SN would make the entire WSN useless. Also, it can be a reason to lose a remarkable amount of data that cannot be transmitted to end users. Thus, the significant role of SN in a WSN may attracts opponent's attention .
The opponents usually use robust laptops and strong antennas capabilities to observe the traffic patterns. They monitor patterns for long periods of time and try to estimate the SN position. Since, all the nodes send their sensory data to SN using a single-hop or multi-hop route, which makes the traffic near SN region be congested. Thus, the opponent can implement the traffic analysis in this region and can be able to reach the SN position. So, one of the solutions is using a mobile SN to increase the hardness in tracing the path to SN for adversary. Furthermore, it divides the traffic on different parts of the WSN, in order to maximize complexity for adversary to specify SN location [4] .
On other hand, there are some challenges on using mobile SN such as: designing the routing path to the mobile SN. Also, changing the SN position continually could cause loss of some data packets for nodes that are located in an appropriate position to the new SN location. In, [6] researchers proposed AERO and free AERO and they used transition time of SN within the new location to enhance the network lifetime. Another solution which takes into account decreasing the distance between Cluster Head (CH) and SN in order to reduce the communication energy consumption [13] . Furthermore, in [9] , the study suggested that CH must be deployed in a way that it covers all of the network nodes. Thus, each node can find at least one cluster to communicate with it .
However, in this study a mobile SN is used to maximize complexity for adversary in tracing the path to SN location. Also, a new dynamic routing protocol developed in order to specify the path between CHs and SN based on location and residual energy of each CH in the network. The proposed protocol specifies a new position for mobile SN by taking the mean of all CHs locations in each round. Although, to reduce the traffic near the SN only one CH can send all aggregate data from other clusters head on the path to SN. In addition to that, it must have the highest residual energy and closest distance to the SN in comparison with other CHs in each round. In this study, both static and mobile SNs are used. The implementation results have shown an improvement in the network lifetime when using the protocol with mobile SN in comparison with the static SN. As will be seen the method increased the complexity in specifying SN position for adversary. The rest of this paper's arrangement is as follows: Section 2 review of related works, Section 3 shows the study method which demonstrates the proposal WSN framework three phases (initial, setup and process) phase and SMSNDRP protocol constructing steps. Section 4 discusses simulation results of the proposed protocol on WSN framework consisting of 50 nodes with static and mobile SNs and finally Section 5 includes study conclusions.
Related Works
In the last few years, hiding the SN location, ID and role of nodes has a great attention of WSN researchers. In [2, 3] researchers study supporting the SN anonymity through organizing nodes inside the clusters. These clusters are connected to each other using mesh topologies. Thus, the mesh provides more than one path to send the collected data to the SN, which increases the complexity for attackers to trace the path to SN position. Also, they used the Hamiltonian cycle to make the SN appears as a normal node in the cycle. In [14] the researchers used a ring nodes around the mobile SN to store its location information. Thus, all the nodes can communicate with the SN via this ring. Also, in [15] used a blast node that acts as endpoint around the SN. Consequently, when any node in the network sends its collected data to the SN it must selects the first one of the blast nodes. Which in turn sends the data to the area that coveres all the range of endpoints around SN and perform a mask to its ID.
On the other direction, Baroutis and Younis showed in their study [5] how the attackers perform traffic analysis using three kinds of attack models: GSAT Test, Entropy and Traffic Volume (TV) and Evidence Theory (ET). In the GSAT Test, the attackers follow a number of steps until they discover the SN location. They start by observing the activities of radio transmission for a random number of nodes and their neighbors during a particular time. In case not reaching to the SN position, they refer to this case as local maxima and start again but also take into account the previous local maxima's. While in model TV and Entropy, the attackers follow the traffic distribution in the whole network. So, when there is more traffic in one region in the network, it means that the attacker determines the SN location. In ET, the attackers collect evidence about network, such as transmission time and receive time, location information, strength of received signal, etc. In order to increase the confidence about the path that they follow to reach SN location. Another technique, Lightfoot and Ren, injected fake data in order to create fake area and high traffic in the network [8] . Thus, the attacker cannot know the SN position, but using this technique cause increasing in energy consumption and reduce the networks lifetime.
Another approach to protect sink node ID was proposing in Haakensen and Thulasiraman, study [12] they used kanonymity. In which there must be at least one node in the network acting as a SN. Thus, any changes in the SNs behavior and its neighbors, must be done in the same way by node that acts as SN. This is performed in order to make the same changes in the network traffic. As a result, increasing the number of nodes that behave in the same way as the SN would maximize the protection of the SNs ID. Also, to secure the SN location, Ying, et. al used IATA to make some fake SNs behave similarly as SN [16] . In addition, nodes around fake SN generate fake messages in order to generate more traffic in the whole network which causes confusion to the opponents .
In this study, an SMSNDRP protocol is proposed to protect the mobile SN location. The data collected from the nodes is sent to its cluster head, which in turn forward sensory data to the next CH on the path until it reaches the SN. Only CH with highest remaining energy and minimum distance in comparison with other CHs is able to send sensory data to the SN directly. The routing protocol is dynamically altered in each round. This is due to the CHs and mobile SNs locations being changed based on the mean of CHs locations. Consequently, this adds more difficulties for opponents to analyze traffic patterns and discover the SN position
Study Method
This paper proposes a SMSNDRP protocol to secure mobile SN location against a traffic analysis attack. Also, it provides an efficient way to enhance the energy consumption and prolong the networks lifetime. The study method is divided into three phases. These are: initial phase, setup phase and the process phase as will be shown below in details.
Initial Phase
The WSN is divided into small sub areas by using "Delaunay Triangulation" method [1, 10] in order to increase its coverage. This is executed to deploy the sensor nodes in an efficient way and to avoid the case of hot spots. In Delaunay Triangulation, the locations of all nodes are the set points that are used to define the numbers of triangular in a way to make a circumcircle passes via end points and ensuring no else points of data sets. In this study, 50 nodes are deployed into a 1000x1000m2 area using Delaunay Triangulation as shown in Figure 1 .
In Figure 1 , the blue points represent the nodes location in the area that is used to specify blue dash triangles in a way that plots polygon edges in red in order to represent the best coverage area of each node in WSN. 
Setup Phase
After dividing the WSN area into sub areas in the initial phase, the WSN framework will then be constructed. The SMSNDRP is implemented on hierarchal clustering WSN. The DECAR [4] , algorithm is used to select the cluster head in order to reduce the hot spot problem through the process of transmission aggregate data to SN. The algorithm organized the CHs in a way that puts the CHs with higher remaining energy closer to the SN and CHs with lower residual energy far away from SN. In SMSNDRP, a mobile SN is used rather than the static SN that was used in the DECAR. Also, the new position of mobile SN is specified according to the mean of all CHs locations in one round. This will ensure the best position for mobile SN that minimizes the distance between CHs and SN beside prolonging the network lifetime. For instance, 
Where N is the number of clusters in each round and XPostionSN, YPostionSN is the new location coordination that mobile SN is moved to it in the current round. For energy model, the radio model [11] , was used in this study. Which consists power amplifiers, receiver energy and transmitter energy. Eq. (4) is used to calculate the transmission of Z bits at distance (d).
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Where D(m,n) is the distance between nodes m and n, fs is the free space used for single path loss power d 2 , is the free multi-path, the loss power is d 4 , and d0 is the energy threshold calculated using Eq. (5).
(5)
Eq. (6) is used to calculate the usage energy to receive Z bits.
( ) =
Where αTx and αRx are the transmisstion and recivied electronic energy in Eq (4), are the amplifier energy in in Eq. (4) and Eq. (5), is the usage energy for in Eq.(6) and αTx, αRx, are measured by Joules units.
Process Phase
After setting up the WSN framework, in this phase the SN moves in each round to a new location based on the locations of the new selected CHs. In order to protect the SN position from the traffic analysis attack, the SMSNDRP allowed only one CH to send aggregate data to SN. So, in that way the SN will appear as a normal node in the network. Also, the SMSNDRP sort the elected CHs in each round in descending order according to their residual energy and in ascending order according to their distance from mobile SN position, given in Table (1). 
SMSNDRP Protocol Steps
1. In round one let R=1, Where R is counter of the round number.
Forming clusters using DECAR algorithm to elect
CHs. In this algorithm each node has a time latency (t) before its start a CHs election. The node with higher residual energy will be selected as CH. However, the higher remain energy will be measured based on the overlapping area between the nodes and maximum distance between the current node and SN. Thus CHs with higher remain of energy become closer to the SN and CHs with lower residual become far away from SN 3. After forming clusters in the network, the next step is specifying the new position for mobile SN using Eq.
(1) and Eq. (2) in order to calculate XPostionSN, YPostionSN of the new location coordination that a mobile SN is moved to it in the current round. 4. Subsequently, computing the distance between each elected CH and new SN position using Eq. (3) 5. In this step, used CHs residual energy and their distance from the mobile SN. In order to define the routing path to the mobile SN as follow: a. Arrange the CHs according to their residual energy from largest to smallest and b. Arrange the CHs according to their distance from SN (smallest to largest). 6. Calculate the energy consumption for transmitter, receiver and amplifier using Eq's. (4, 5 and 6). 7. If one or more of CHs total residual energy on the routing path to SN is less than the value of energy threshold d0 that is calculated using Eq. (5), then the number of round R is incremented by one and go to step 2 otherwise go to step 6.
Results
The WSN framework and SMSNDRP protocol implemented using Python programming language version 2.7. The number of node 50 deployed in area range 1000x1000m2 see Table ( 2). The protocol applied using static SN in two positions: corner and center of the network. When the static SN is placed in the corner, the network drained all its energy in two rounds. While it is extended to 12 rounds when place the static SN in the center of the network. However, the proposes protocol are implemented with mobile SN in the network. In each movement of SN, the path that leads to the SN is changed in each round. In addition, the first CH on that path has the lowest residual energy and maximum distance from SN than other clusters head on the same path. While, the last CH has the largest remaining energy and minimum distance to SN. So, it cans only send the aggregate data that received from other CHs on the path to the SN. In Figure ( 2), the number of clusters is 35, the first position of mobile SN is (474.24342213, 512.61998603) and network lifetime becomes exhausted in 14 rounds. In Figure (3 Table ( 3).
So, the path to SN was changed dynamically based on the locations of elect clusters head. Each path is completely different from other paths in Table ( 3). Beside the location of SN node is changing in each round. In order to increase the anonymity of SN position. 
Consolations
The SN is the most substantial device of the whole WSN because all sensor nodes send their sensory data to it (in order to store and analyze it). Besides, SN proved interface to communicate entire network with outside clients' servers. Therefore, attackers target it, through tracing the path that lead to its location .
In this paper the SMSNDRP protocol is proposed to secure mobile SN location from being discovered by the attackers. In addition to that, the protocol is extending the networks lifetime. Also, the position of mobile SN is changed in each round based on the calculation of the mean of elected clusters head locations. The path to the SN is dynamically changed and derived from clusters head locations through ordering them in ascending order according to their residual energy and in descending order according to their distance from the SN. The result of this study shows that the network lifetime is extending in each round in comparison with the Static SN. Also, the routing path to the mobile SN is dynamically changed, which in turn adds more confusion to the adversary to specify SN position in the network. 
